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1. whoami



21 CYBERSECURITY TWITTER ACCOUNTS YOU SHOULD BE FOLLOWING
(https://www.sentinelone.com/blog/21-cybersecurity-twitter-accounts-you-should-follow/)

“Florian is a redteamer, pentester and exploit hunter, as well prolific tweeter and 
blogger. @HanseSecure is one of the best sources for tweets and retweets of 

technical write-ups, links to scripts, plug-ins, exploit kits and other new tools, along 
with how-to’s and tips for anyone interested in redteaming and pentesting.”

Modern red teaming: 21 resources for your security team
(https://techbeacon.com/security/modern-red-teaming-21-resources-your-security-team)

“Hansemann is an ethical hacker and penetration tester. His tweets and blog focus on tools and 
techniques of interest to red team members. For example, he covers Tokenvator—a tool to elevate 

privilege with Windows tokens—and how to write a payload for process injection in Windows.”

whoami
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• Intel Vulnerability
(https://hansesecure.de/2019/05/intel-unquoted-service-path/)

• Microsoft SmartScreen Bypass
(https://hansesecure.de/2019/05/smartscreen-bypass/)

• Disclosure CVE-2018-7272
OpenAM Unauthorized Access
(https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7272)

• Disclosure CVE-2018-16231 
Remote DoS in Personal FTP-Server 
(https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-16231)

• Disclosure CVE-2020-13912 
(https://hansesecure.de/2020/06/vulnerability-in-monitoring-software/?lang=en)

• Artikel: IT-Sicherheit professionell unter die Lupe nehmen
(https://www.security-insider.de/it-sicherheit-professionell-unter-die-lupe-nehmen-a-852288/)

whoami
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2. QuickFails
der meisten Unternehmen bei Penetrationstests



#1 Wir brauchen Office-Macros.
QuickFails
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QuickFails

#2 Nimm den Admin-Account, geht schneller.
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QuickFails

#3 Ja, wir haben eine Firewall.
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QuickFails

#4 Liegt auf der Netzwerkfreigabe.
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3. Unglaublich aber wahr
Geschichten aus dem CyberJungle



Unglaublich aber wahr

C2 in Italien
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Unglaublich aber wahr

Dreistigkeit siegt
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Unglaublich aber wahr

Die Share
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3. Warum ist „Cybern“ so schwer?



@CyberWarship

Next Generation Firewall

KI

AI

Advanced Threat Protection

BlockChain

0Day-Schutz



Danke für Ihre Zeit!

Florian Hansemann
Principal Security Consulntant

Web hansesecure.de
Mail info@hansesecure.de
Twitter @CyberWarship


